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INTRODUCTION:

Use of the internet and social media has grown substantially over the last decade. The purpose of this advice and guidance is to provide a framework for the management of staff and governor use of the internet and social media and communication with pupils.

1. Internet and Social Media Policy

The School encourages the responsible and professional use of the Internet and Social Media to support educational delivery, professional development and communication with stakeholders.

1.1 From the perspective of the School social media offers a new way to communicate key messages and engage with pupils, parents, governors and other stakeholders.  It also offers the School opportunities for public consultation, a two way dialogue with pupils, staff, governors and parents for the purposes of influencing school policy and direction.
1.2 When using social media and internet sites the School will apply the same rules that would apply to the actions of employees in general as covered by the Safer Working Practices document and, therefore, draws no distinction between conduct online and conduct offline.  The School will take a view about staff actions in respect of social media and the internet either inside or outside of work that affect employee’s work performance, the performance of others or the interests of the School. 
1.3 This policy should be considered in conjunction with the document ‘Safer Working Practice for the Protection of Children and Staff in Education Settings’ (Chapter 3, Section 5 of the Bedford Borough Council (BBC) Personnel Handbook), the school’s ‘Acceptable Use/Internet Policy’ , BBC advice and guidance on Social Media (Chapter 3, Section 12), and the School’s Internet User Agreements.

1.4 This policy should also be considered in relation to the following School policies Acceptable Use, Anti-bullying, Data Protection and Child Protection & Safeguarding.
2 Rights and Responsibilities
The school recognizes the staff’s right to a private life. However the school must also ensure its reputation and confidentiality are protected. Therefore when using social networking sites and the internet staff, should ensure that this does not damage the reputation of the School (or yourself) whether this is carried out during school time or privately. Staff are personally responsible for the content they publish on social media sites and the internet, and must be mindful that this information will be in the public domain.  Employees must have regard to the fact that they will be responsible for any commentary which is deemed to be a breach of copyright, defamatory, libellous or obscene. 
3 Communication with Pupils
3.1 In order to make the best use of the many educational and social benefits of new technology pupils need opportunities to use and explore the digital world using multiple devices from multiple locations.  It is recognised that safety risks arise more from behaviours and values than the technology itself.  Adults working in this area must ensure that they establish safe and responsible online behaviours.  

3.2 Communication between pupils and adults by whatever method should take place within clear and explicit professional boundaries.  This includes the wider use of technology such as mobile telephones, text messaging, emails, digital cameras, videos, webcams, websites and blogs.  Adults should not request or respond to any personal information from a child or young person other than that which might be appropriate as part of their professional role.  Adults should also ensure that all communications are transparent and open to scrutiny.  It is important that adults should be circumspect in their communications with children so as to avoid any possible misinterpretation of their motives or any behaviour which could be construed as grooming.  They should not give their personal contact details to pupils (including email, home or mobile telephone numbers) unless the need to do so is agreed with the Head teacher and the parent or carer of the child or young person.  Inappropriate communication between an adult and a child or young person outside the agreed protocols may lead to disciplinary and/or criminal investigation.  

3.3  In summary, therefore, adults should:-

· Ensure that personal and social networking sites are set at private and pupils, past or present, are never listed as approved contacts.
· Never access or use social networking sites of pupils (except with the agreement of the designated member of staff). 

· Not give their personal contact details to pupils including their mobile telephone number.

· Only use equipment provided by the school to communicate with children and ensure that parents have given permission for the form of communication to be used.

· Only make contact with pupils for professional reasons and in accordance with the school policy.

· Recognise that text messaging to pupils should only be used as part of an agreed protocol and when other forms of communication are not possible.

· Never use internet or web based communication channels to send personal messages to a child.

· Never cite or reference pupils, staff or parents without their approval.
Transparency
4 It is recognised that the line between professional and personal business can sometimes be blurred.  It is important that individuals are thoughtful about the content and potential audiences for anything contributed to a social media site or the internet.  It is vital that employees should be honest about their identity, and, where appropriate, be clear that any views shared are the employees as an individual and not necessarily the views of the School.  

5 The use of social media on behalf of the School should only be used in a way that will add value to the School, and accordingly all employees have a duty to present accurate information and ensure that pupils, other staff, governors and parents are not misled. Before posting, the content of the post should be checked and approved by the Head teacher.
6 Any member of staff contacted by the published media or radio or television about a post they have made on a social networking site should inform the Head teacher immediately.
Monitoring
7.   While the School does not monitor employees through social networking sites or the internet if there were concerns with regard to the activities of a member of staff or an investigation was taking place then the School would consider accessing social media sites. This covers both private and professional use of social media.
Legal Issues
8. All employees of the School should take the following into consideration when using social media:-
· Be aware of the School policy and guidelines for using social media whether this is for personal use or as part of the working role.
· Be familiar with the legal areas outlined below before writing about colleagues or sharing information about the School.

· Ensure that posted material does not disclose privileged or confidential information.

Remember that defamation is the act of making a statement about a person (or an institution) that is considered to harm their reputation.  Where such a defamatory statement is written down (either in print or online) this is referred to as libel.   

9. In drafting this policy the School recognises that it may be held responsible for something an employee has written or said if it is on behalf of the School or on a school sanctioned site.  Action can also be taken against anyone repeating libellous information from another source so careful checks are needed before quoting statements from other social network sites or the internet.
10. Comments posted by parents/carers. 
Parents and carers will be made aware of their responsibilities regarding their use of social networking. Methods of school communication include the prospectus, the website, newsletters, letters and verbal discussion. 

· Parents are not expected to post pictures of pupils other than their own children on social networking sites. 

· Parents should make complaints through official school channels using the School’s Complaints Procedure, rather than posting them on social networking sites. 

· Parents should not post malicious or fictitious comments on social networking sites about any member of the school community.
Conclusion

11. The School respects the legal rights of employees with regard to the use of social networking and the internet.  In general what an employee does in their own time is their affair and the School recognises that some staff may wish to publish private material on the internet including, but not limited to, social networking websites.  Any activities, however, in or outside of work involving the internet are prohibited by this policy if they affect or could affect the School’s reputation or service delivery interests, job performance (of the member of staff concerned or others) in a negative way in the reasonable opinion of the governors.

12. Employees may face disciplinary action if they harass, intimidate or demean other employees of stakeholders in the School on a social networking site.  Employees must make every effort to ensure that any remarks on a social media website are credible and accurate with a disclaimer that the views are those of the member of staff and not of the employer.  It is likely that to share confidential or private information about the School, its employees or governors on a social media site or the internet will result in a disciplinary investigation.

Monitor and Review of The Social Media Policy
The policy will be regularly monitored and reviewed as part of the ongoing audit of practice and development within the school. 

Date _______________________ 

Signed _____________________ (Head teacher)   Signed _______________________________________ (Governor)
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